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The key goal of any blockchain system is to offer its clients a trans-
parent and accountable ledger [6]. This ledger is maintained by mul-
tiple untrusting parties (servers) that add each client transaction to
the ledger in an ordered manner by participating in a consensus pro-
tocol that can handle Byzantine attacks. Initial blockchain systems
such as Bitcoin [10] and Ethereum [12] employed the Proof-of-Work
(PoW) protocol [10, 12], which follows a computation-oriented con-
sensus model. PoW protocol requires all its participants to compete
toward solving a complex puzzle. Whichever participant solves the
puzzle first, gets to add a new entry (block) to the ledger. However,
PoW protocol is infamous for massive energy wastage [6].

This motivated the blockchain community to adopt two other
categories of protocols: (1) Proof-of-Stake (PoS) protocols and (2) tra-
ditional Byzantine fault-tolerant (bft) consensus protocols. PoS pro-
tocols advocate for a stake-oriented model where the node with the
highest stake (or wealth) gets to add a new block to the ledger [3, 9].
Traditional bft protocols advocate for an authenticated communica-
tion oriented architecture, where each node gets an equal chance to
add an entry to the ledger; agreement on the next block is reached
through successive rounds of vote exchange [2, 8]. However, all of
these types of protocols suffer from long-range attacks [1, 4]. These
long-range attacks pose unprecedented dangers; a malicious party
can re-write the full history of the ledger.

PoS and bft protocols suffer from long-range attacks as, in these
protocols, adding a new block to the ledger is computationally
inexpensive. Each block added to the ledger includes the digital sig-
natures of a quorum of participants, which proves that this quorum
agreed to add this block to the blockchain. To perform a long-range
attack on such blockchains, an adversary needs to simply compro-
mise the private keys of the honest participants. Unsurprisingly,
stealing private keys is a common attack, and some of these attacks
have led to losses of up to $200 million. An adversary can use these
keys to create an alternate ledger; such a long-range attack can
incur catastrophic losses for the impacted parties [1, 4].

Prior attempts to eliminate long-range attacks require (1) append-
ing PoW consensus to impacted blockchain [11], and (2) increasing
the number of keys an adversary needs to compromise [1]. Unfortu-
nately, these solutions lead to substantial energy wastage or delay
the imminent long-range attack. In this paper, we present an energy
efficient and secure solution to resolving long-range attacks. Our
novel Power-of-Collaboration (PoC) protocol can be easily appended
to existing PoS and bft blockchains to guard their ledgers against
long-range attacks.

To guarantee a tamper-proof ledger that prevents long-range
attacks, like PoW, PoC terms its participants as miners and requires
them to solve compute-intensive puzzles. However, unlike PoW,
PoC avoids being an energy guzzler by ensuring that no miner’s
work goes to waste. It does so by requiring all the miners to col-
laborate to solve the compute-intensive puzzle. This collaboration

deters malicious miners from rewriting the ledger as they need
more computational power than the combined power of all the
honest miners. The worst malicious miners can do is avoid collabo-
rating with honest miners. This behavior would momentarily waste
the resources of honest miners but would not go unnoticed. PoC
quickly identifies such malicious miners and heavily penalizes them
for such behavior. Interestingly, this infrequent waste of resources
comes with massive opportunities. As PoC miners collaborate in-
stead of compete: (1) PoC is able to sustain high throughput of the
original blockchain, which is a major win for PoC as PoW-based
blockchains have been shown to have extremely low throughputs.
(2) PoC guarantees a single blockchain, which is uncommon for
PoW as the competition between its miners constantly forks the
blockchain. These forks can trigger 51% attacks and require PoW-
based blockchains to continuouslymonitor andmodify the difficulty
of the mining.

To show that PoC is effective in practice, we append it to Re-
silientDB, which runs Pbft consensus protocol among its repli-
cas [6–8]. We select ResilientDB’s Pbft implementation as it adds
approximately 9000 blocks per second on a system of 4 replicas. At
this high throughput, we show that our PoC is able to commit 1000
blocks per second with 64 miners. Notice that this 1000 blocks per
second is a much higher throughput than a majority of state-of-
the-art blockchains. We prove this by comparing against popular
blockchain systems DiemBFT [5], and Ethereum [12].
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